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1	Decision/action requested
Approve the pCR to TR 33.701
2	References
[bookmark: _Hlk106339329][1] S3-234624-New Study Proposal on Mitigations on Bidding Down Attack
[2] TR 33.809 Study on 5G Security Enhancement against False Base Stations
3	Rationale
This contribution proposes a new key issue for TR 33.701.
4	Detailed proposal

[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc104221074]*** Start of 1st Change ***
[bookmark: _Toc151726809]
[bookmark: _Toc159223485]5.y	Solution #y: Securely notification to UE when the 2G/3G networks are decommissioned
[bookmark: _Toc159223486]5.y.1	Introduction
This solution addresses the security requirement in key issue#X on securely notification to UE when the 2G/3G networks are decommissioned.
[bookmark: _Toc159223487]5.y.2	Details
[bookmark: _Toc159223488]The UE performs the registration procedure when it is connecting to the 4G or 5G network. During this procedure, the network indicates to the UE about the information on whether 2G or 3G is decommissioned in a secure message, i.e., Registration Accept. 
The current Registration Accept message content is referring to Clasue 8.2.7 in TS 24.501. With the new indication, the new Registration Accept message is as below: 
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Registration accept message identity
	Message type
9.7
	M
	V
	1

	
	5GS registration result
	5GS registration result
9.11.3.6
	M
	LV
	2

	77
	5G-GUTI
	5GS mobile identity
9.11.3.4
	O
	TLV-E
	14

	4A
	Equivalent PLMNs
	PLMN list
9.11.3.45
	O
	TLV
	5-47

	54
	TAI list
	5GS tracking area identity list
9.11.3.9
	O
	TLV
	9-114

	15
	Allowed NSSAI
	NSSAI
9.11.3.37
	O
	TLV
	4-74

	11
	Rejected NSSAI
	Rejected NSSAI
9.11.3.46
	O
	TLV
	4-42

	31
	Configured NSSAI
	NSSAI
9.11.3.37
	O
	TLV
	4-146

	21
	5GS network feature support
	5GS network feature support
9.11.3.5
	O
	TLV
	3-5

	50
	PDU session status
	PDU session status
9.11.3.44
	O
	TLV
	4-34

	26
	PDU session reactivation result
	PDU session reactivation result
9.11.3.42
	O
	TLV
	4-34

	72
	PDU session reactivation result error cause
	PDU session reactivation result error cause
9.11.3.43
	O
	TLV-E
	5-515

	79
	LADN information
	LADN information
9.11.3.30
	O
	TLV-E
	12-1715

	B-
	MICO indication
	MICO indication
9.11.3.31
	O
	TV
	1

	9-
	Network slicing indication
	Network slicing indication
9.11.3.36
	O
	TV
	1

	27
	Service area list
	Service area list
9.11.3.49
	O
	TLV
	6-114

	5E
	T3512 value
	GPRS timer 3
9.11.2.5
	O
	TLV
	3

	5D
	Non-3GPP de-registration timer value
	GPRS timer 2
9.11.2.4
	O
	TLV
	3

	16
	T3502 value
	GPRS timer 2
9.11.2.4
	O
	TLV
	3

	34
	Emergency number list
	Emergency number list
9.11.3.23
	O
	TLV
	5-50

	7A
	Extended emergency number list
	Extended emergency number list
9.11.3.26
	O
	TLV-E
	7-65538

	73
	SOR transparent container
	SOR transparent container
9.11.3.51
	O
	TLV-E
	20-n

	78
	EAP message
	EAP message
9.11.2.2
	O
	TLV-E
	7-1503

	A-
	NSSAI inclusion mode
	NSSAI inclusion mode
9.11.3.37A
	O
	TV
	1

	76
	Operator-defined access category definitions
	Operator-defined access category definitions
9.11.3.38
	O
	TLV-E
	3-8323

	51
	Negotiated DRX parameters
	5GS DRX parameters
9.11.3.2A
	O
	TLV
	3

	D-
	Non-3GPP NW policies
	Non-3GPP NW provided policies
9.11.3.36A
	O
	TV
	1

	60
	EPS bearer context status
	EPS bearer context status
9.11.3.23A
	O
	TLV
	4

	6E
	Negotiated extended DRX parameters
	Extended DRX parameters
9.11.3.26A
	O
	TLV
	3

	6C
	T3447 value
	GPRS timer 3
9.11.2.5
	O
	TLV
	3

	6B
	T3448 value
	GPRS timer 2
9.11.2.4
	O
	TLV
	3

	6A
	T3324 value
	GPRS timer 3
9.11.2.5
	O
	TLV
	3

	67
	UE radio capability ID
	UE radio capability ID
9.11.3.68
	O
	TLV
	3-n

	E-
	UE radio capability ID deletion indication
	UE radio capability ID deletion indication
9.11.3.69
	O
	TV
	1

	39
	Pending NSSAI
	NSSAI
9.11.3.37
	O
	TLV
	4-146

	74
	Ciphering key data
	Ciphering key data
9.11.3.18C
	O
	TLV-E
	34-n

	75
	CAG information list
	CAG information list
9.11.3.18A
	O
	TLV-E
	3-n

	1B
	Truncated 5G-S-TMSI configuration
	Truncated 5G-S-TMSI configuration
9.11.3.70
	O
	TLV
	3

	1C
	Negotiated WUS assistance information
	WUS assistance information
9.11.3.71
	O
	TLV
	3-n

	29
	Negotiated NB-N1 mode DRX parameters
	NB-N1 mode DRX parameters
9.11.3.73
	O
	TLV
	3

	68
	Extended rejected NSSAI
	Extended rejected NSSAI
9.11.3.75
	O
	TLV
	5-90

	7C
	Service-level-AA container
	Service-level-AA container
9.11.2.10
	O
	TLV-E
	6-n

	33
	Negotiated PEIPS assistance information
	PEIPS assistance information
9.11.3.80
	O
	TLV
	3-n

	34
	5GS additional request result
	5GS additional request result
9.11.3.81
	O
	TLV
	3

	35
	NSSRG information
	NSSRG information
9.11.3.82
	O
	TLV
	TBD

	14
	Disaster roaming wait range
	Registration wait range
9.11.3.84
	O
	TLV
	4

	15
	Disaster return wait range
	Registration wait range
9.11.3.84
	O
	TLV
	4

	13
	List of PLMNs to be used in disaster condition
	List of PLMNs to be used in disaster condition
9.11.3.83
	O
	TLV
	2-n

	TBD
	List of decommissioned PLMNs
	List of decommisioned PLMNs
	O
	TLV
	2-n



5.y.3	Evaluation
TBD


*** End of 1st Change ***
